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We are in a ‘Wireless-First’ World

Wireless 
LaptopsTablets and 
Phones

Digital Building
Lighting, heating, 

cameras, badge reader

Wearables
AR, VR, smart watches

IoT
Robots, infusion 
pumps, sensors 

Audio and Video 
Teleconferencing, VoIP

Reliable 
Always-on, low latency

Secure
Software-defined fabric

Scalable
Wired for wireless

Everywhere & Mobile
Heterogeneous Access
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Industry 4.0 - Demanding a New Class 
of Networking

More Network 
Bandwidth
Video, AGVs, 

thermal imagery, 
sensors with remote 

personnel

Low Latency 
Data

Real-time control of 
unmanned vehicles and 

support for critical 
applications 

Cyber
Security

Explosive growth in 
connected devices & 

connection of 
previously air 

gapped networks

Simplified
Scale

Deploy & manage 
more devices across 
more locations with 
the same resources

Edge
Compute

Process and act on 
data faster when it is 
closer to its source. 

Maintain compliance 
& save costs.
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IDMZ

Private
Cloud

Digital
Twin

Vehicle

Enterprise
Enterprise Data Center

UCS
Platform

Cisco Catalyst
Center

Catalyst
9000

Security

Public
Cloud

Digital
Twin

Core 
Switch

FTD Firewall

Internet

SD-WAN

Cisco
AnyConnect

Remote Operator

Remote Access

Remote Operations
Smelting Refining

RefiningVehicle Smelting

ERP

MES

Historian

Analytics Machine Learning

Predictive Maintenance

Third-party Plantwide Applications

Precise Time

LDAP AMP

Remote
Access

SCADA

Site Operations 
Zone Field Network

Director

Cisco Plantwide Applications

Digital Dispatch

Autonomous Mine

Fleet Mgmt Systems

Private 5GCisco URWBWi-Fi

                                               Industrial Wired Network

Employee/Guest Campus Network

Cisco URWB
Backhaul

Private 5G
Backhaul

Cisco SDA Cisco SDA

ISE Secure 
Network 
Analytics

WLCCybervision AMP 5G CoreNetwork Director

Private 5G
Endpoints

Different Wireless Solutions for Different Requirements

UWB
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Wireless Technologies – Attributes and Sweet 
Spots

• Unlicensed bands
• High density
• Most devices offer built-in Wi-Fi support

• Reliable indoor coverage and short range 
outdoor

• Office, retail, healthcare, education, venues
• Growing support for IoT devices 

• Low latency
• Reliability – hitless 
• High speed mobility

• Backhaul scenarios 
• Rail
• Ports, mining
• Manufacturing

• Clean spectrum  
• Large, outdoor coverage
• Macro mobility
• High Speed Mobility

• Ports, bases, large outdoor areas
• Fixed wireless access
• Manufacturing, warehousing, Ports
• Guaranteed video transmission
• Combination of backhaul and end devices

Sweet SpotsAttributes
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Enterprise needs and use case sweet spots

• Precision robotic control
• High speed SW downloads
• Smart tools
• Industrial Connectivity 

(Profinet)  

Industrial and 
manufacturing

• AGVs and driverless vehicles
• Automated conveyance 
• Distribution line automation

Distribution and 
warehouses

• Video surveillance
• Push-to-talk
• Unmanned autonomous 

vehicles
• Data offload 
• Remote Expert
• Gantry, Cranes, Tug connectivity 

Ports, hubs and 
energy

• Efficient and reliable backhaul 
for Wi-Fi-connected endpoints

• Clean spectrum for venue 
operators

• Mission-critical broadcasts
• Security & Video surveillance

Venues

Clean spectrum

Reliability and 
Performance Service ContinuityExtended coverage

Isolation / Security 
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Private 5G designed for Enterprises

Easily Integrated into Enterprise
Pre-tested and ready to integrate with your existing systems

Management Simplicity
Intuitively simple to manage so you can focus on your business 
objectives, we’ll handle the backend as part of the service

Trusted reliability
High availability (99.999% uptime) with support for mission critical 
applications with and without cloud connectivity

As a
Service

Common 
Identity

Demystify 
3GPP

Access 
Agnostic

Hide 
Complexity

Data
Privacy
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• Private 5G data connectivity delivered as a fully managed service 

for mission- and business-critical outcomes
• Low latency and high bandwidth indoor / outdoor connectivity

Private 5G as a Service

 P5G offer 

Enterprise 
Core 

Radio

Enterprise 
Apps 

Radio
• Hardware / Software partners  
• Pre-validated design & optimization 

Full stack Packet core (on prem) as-a service
• Deploy & managed by Cisco CNDP
• SIM lifecycle management (LCM) 

by Control Center 
• APIs

Systems Integration
• Hardware (Radio & Cisco) on OPEX 
• Design & Implementation services 
• Integration & management services 

• Spectrum/dedicated N/W 
• Service offering 

ownership

Enterprise 
consumes 

5GRadio 
OEM

Cisco

SI

Service Assurance 
with ThousandEyes

Common 
Policy/Identity 

with ISE

Secure protection
with Umbrella 

Voice and 
collaboration

with WebEx
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Access-agnostic, different frequencies, and capabilities
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Chemical Plant Operator: USA

Uses Emerson Delta-V Process control system
PLC to MMI handled via Cisco P5GaaS

Success Criteria:
• Critical Infrastructure: Needed dual 

RF/backhaul & Aggregation path for each PLC
• Security following Purdue zone based 

architecture
• Support IT wireless traffic separately, 

following Purdue Framework
• Outdoor based Infrastructure: Challenging RF 

environment

Cisco Private 5G: Chemical Plant

10
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Cisco Private 5G: Campus and outdoor plants

• Hybrid 5G / WiFi coverage
• Warehouses
• Outdoor / parking lots

• Rural areas
• Cabling is expensive!
• Evolving use cases / set-up

• Wireless coverage for
• Quality Control
• Process Digitisation
• Future automation: sensors, 

drones, autonomous vehicles.
• Health & Safety
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Cisco Private 5G: Immersive experience

12

• Live broadcast
• Instant media upload for 

press agencies

Solution
⎻ Cisco Private 5G with MSP and 

RAN partners
⎻ Combining multiple technologies

Outcome 
⎻ Immersive video broadcast 

experiences
⎻ Expandible to all video markets
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For more 
information visit: 
cisco.com/go/private5
g 
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